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cyber crime is increasing… 
Threat and risks are expanding in frequency and intensity 



The Cost of a Compromised Web 
Application/Server 
• Sony Play Station Network (PSN) Breach 

• LulzSec claimed it only took a single SQL Injection 

• What was compromised: 

– Usernames 

– Passwords 

– Credit card details 

– Security answers 

– Purchase history 

– Address information 

• Estimated Damages 

– $177 Million (USD) 

Sony’s official earning forecast and we quote: 



Similar breaches continue… 

Acquire target, sneak in, hop around 
(Advanced intrusion prevention required) 

Get privileged access to critical 

assets (Applications are especially vulnerable) 

Conduct the crime for an 

extended time (Early detection matters) 



…While Customers face massive IT shifts 
Cloud computing and IT consumerization are remaking IT 

Forcing a shift from direct control… …to a risk/governance model 

•Attack surface grows 

•Visibility/control falls 



For CIOs, Top Challenge is Security 
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Q. What are the top three challenges or barriers to implementing a cloud computing strategy at your organization? 

26% more pressing than closest 

challenge or barrier to 

implementation 



#3 Manage Risk 

#2 Provide Context 

#1 See Everything 

HP ESP: a new security intelligence model 
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HP ESP: the building blocks 
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TippingPoint 

Market-Leading Security Solutions… 

App Lifecycle 

Management 

Information 

Management 

Business Service 

Management 

…Integrated with Leading IT Management Systems 

• Security incident 

alerts within IT 

consoles 

 

• Drill-down from IT 

console into 

security events 

 

• Provide context 

for more effective 

IT response 



Enterprise security ecosystem 
Connected to a broader set of traditional security controls 

Integrated with the security landscape for better intelligence and analysis. 

Network 

•Firewalls 

•VPN 

 …
 

Systems 

•AV 

•HIPS 

 …
 

Data 
•DAM 

•Encryption 

 …
 

Apps 
•SSO 

•Anti-Fraud 

 …
 

Users 
•IdM 

•RBAC 

 …
 



Killing the WAF 

Web App DV and Scanning 
Web App Scan Service 

1. Comprehensive Scan  

2. Vulnerability report 

› Input to DVLabs filter creation 

Web App DV Filter Service 

3. DVLabs creates custom Web 

  App filters in 48 hours 

4. Web App DV package deployed to IPS – 

“Virtual Patch” 

5. Rescan through IPS to confirm 

  no vulnerabilities 

 Compliance Reporting 

›  PCI-DSS, Internal mandates… 

Internet 

Vulnerability Report 

Vulnerability Page and Parameter 

HP WebInspect Scan 



IPS Platform 

Customers 

Internet 

HP ArcSight ESM Fortify RTA 

Critical data and applications 

Attackers 

Securing Applications 



Block Outbound Traffic to Prevent  Block Inbound Traffic to Prevent 

DVLabs Reputation Database 

› Millions of entries 
› Reputation Score 0-100 
› IPv4 & IPv6 Address 
› DNS Name 
› Meta data 

Access Switch 

• Botnet Trojan downloads 

• Malware, spyware & worm 

downloads 

• Access to botnet CnC sites 

• Access to phishing sites 

• Spam and phishing emails 

• DDoS attacks from botnet hosts 

• Web App attacks from botnet hosts 

Internet 

2hr updates 

ArcSight ESM 
Set Policy Based Upon 

› Reputation Score 

› Country/Geography 

› Device Type - exploit source, malware 

host, Botnet CnC, spam source 

Bot and Fraud Detection:  Cyber Reputation 
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WLAN IDS/IPS 
 

NAC 

Endpoint Security 

NBAD 

AAA 

NIPS / NDS  
Network based Intrusion Prevention System 

Network Defense System 
SSA 
Software Security Assurance 

SIEM 
Security, Information and  

Event Management 

http://www.hpenterprisesecurity.com/
http://www.hpenterprisesecurity.com/
http://www.hpenterprisesecurity.com/


Thank you 


