


-/ Wigy LATESTISSUEL.
<707y SUBSCRIBE ToDA)
HOW.TO | RESEARCH | UsTS | E2

HoME sue swows | vibeo | BLoGS | TooLs | RewiEws
NETWORKING | SECURITY | CLOUD | STORAGE | APPS&0S  DATACENTER = CLIENT DEVICES = COMPONENTS & PERIF

Ellke A2 S G »wet | 2
Washington Post Hack Compromises 1.27 Million Job

Seeker Accounts
By Stefanie Hoffman, CRN

1uly 07, 2011 ET
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The Washington Post on Thursday alerted users that a data breach RECENT ARTICLES

compremised an estimated 1.27 million accounts on its job seeker

<o - 10 Biggest Data Breaches Of 2011 (So Far)

cyber crime is increasing...

>

- InfoWorld

INFOWORLD CHANNELS

yECURITY CENTRAL

Signin

f InfoWorld Home / Security / Hews / EMC: RSA SecurlD info swiped via sophisticated...

MARCH 17, 2011

EMC: RSA SecurlD info swiped via
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Specifically, the Washington Post said its “Jobs|
& cyber aftack by an "

described as “two brief episodes” June 27 and

hackers made off with user IDs and e-mail add,

obtain passwords or other personally identifin
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Iy exec warns customers that stolen information ¢
to more easily penetrate customers' systems
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the hackers to launch spam attacks or wage tal

against users.

“We are taking this incidentvery seriously,” the
“We quickly identified the wulnerability and shut
pursuing the matter with law enforcement. We
forthis Inconvenience.” By DAVID JOLLY and RAPHAEL MINDER
Published: June 10, 2011

The Post added that users’ Jobs accounts rem

Security experts said that the stolen e-mail add
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Web sites around the world.
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Spain Detains 3 in PlayStation Cyberattacks |

The Spanish police said on Friday that they had apprehended three
men suspected of computer hacking in connection with recent attacks
on Sony’s PlayStation Network as well as corporate and government
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The Cost of a Compromised Web
Application/Server

- Sony Play Station Network (PSN) Breach Sony PlayStation
. . . L Netw
- LulzSec claimed it only took a single SQL Injection 77 Qrk Down
.7 million accounts gt

- What was compromised: risk of datq thef

- Usernames

- Passwords Hey innocent peaple whose data we leaked: blame

. . @Sony | RE: @joelsack
- Credit card detalls Fri Jun 03 08:17:51 via web

The Lulz Boat

- Security answers -9
e LulzSec

- Purchase history
~ Address information

“Based on information currently available to Sony, our currently kKnown costs
associated with the unauthorized network access are estimated to be approximately

° EStI ma.ted Dam ag eS 14 billion yen in the fiscal year ending March 31, 20127

~$177 Million (USD) @



Similar breaches continue...

e

1 ‘) (Advanced intrusion prevention required)
(.) (Applications are especially vulnerable)

=

(Early detection matters)




...While Customers face massive IT shifts
Cloud computing and IT consumerization are remaking [T

Forcing a shift from direct control... ...to a risk/governance model

*Attack surface grows
*Visibility/control falls



For ClOs, Top Challenge

67 %

I i 31%

26% more pressing than closest
challenge or barrier to
implementation

is Security

30%
24%
14% 1%

N laa

Concerns about the
ability to meet
enterprise and/or
industry standards

Concerns about
information
governance

Concerns about
access to information

Concerns about
security

Difficulty measuring Lack of clear strategy Business leaders are  Employees are not
ROI or help from key not receptive receptive
vendors in adapting
their applications to
cloud computing
platforms

~ Q. What are the top three challenges or barriers to implementing a cloud computing strategy at your organization?




HP ESP: a new security intelligence model

Risk Management

Application Security Applications

Information Security Information

Operational Security Operations




HP ESP: the building blocks

Market-Leading Security Solutions... ...Integrated with Leading IT Management Systems

Security | | IT Management

* Security incident
alerts within IT
consoles

App Lifecycle

Application Security Management

¢ Drill-down from IT
console into
security events

ArcSight Information

Information Security Atalla Management

* Provide context
for more effective
IT response

Operational Security ArcSight BUSINesS Service

TippingPoint Management




Enterprise security ecosystem

Integrated with the security landscape for better intelligence and analysis.

Secvrity

Application Security

Information Security

Operational Security




Killing the WAF

Web App DV and Scanning
Web App Scan Service

1. Comprehensive Scan
2. Vulnerability report

Input to DVLabs filter creation

Web App DV Filter Service

3. DVLabs creates custom Web
App filters in 48 hours

4. Web App DV package deployed to IPS —
“Virtual Patch”

5. Rescan through IPS to confirm
no vulnerabilities

Compliance Reporting
PCI-DSS, Internal mandates. ..

HP Weblnspect Scan

Internet

DIGITAL
VACCINE

DV
LABS

Vulnerability Report

A

Vulnerability Page and Parameter
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Securing Applications

Py THREAT -
m Y e .
Customers Attackers HP ArcSight ESM Fortify RTA

v

IPS Platform

Critical data and applications




Bot and Fraud Detection: Cyber Reputation

DVLabs Reputation Database _ Set Policy Based Upon
Millions of entries ArcSight ESM Reputation Score
Reputation Score 0-100 Country/Geography
IPv4 & IPv6 Address 2hr updates a Device Type - exploit source, malware
DNS Name host, Botnet CnC, spam source
Meta data
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Block Outbound Traffic to Prevent Block Inbound Traffic to Prevent

+ Spam and phishing emails

* Botnet Trojan downloads » Access to botnet CnC sites

- . + DDoS attacks from botnet hosts
* Malware, spyware & worm  « Access to phishing sites ks f h
downloads * Web App attacks from botnet hosts /




H P E nte rp I'ISG SECU I’Ity http://www.hpenterprisesecurity.com/

TippingPoint
NIPS / NDS =1k
Network based Intrusion Prevention System SSA

Network Defense System Software Security Assurance

ArcSight<t

An HP Company

SIEM

Security, Information and
Event Management
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